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Disclaimer

The information or recommendations contained herein are provided "AS IS" and intended for informational purposes only and 

should not be relied upon for operational, marketing, legal, technical, tax, financial or other advice. When implementing anynew 

strategy or practice, you should consult with your legal counsel to determine what laws and regulations may apply to your 

specific circumstances. The actual costs, savings and benefits of any recommendations or programs may vary based upon your 

specific business needs and program requirements. By their nature, recommendations are not guarantees of future performance 

or results and are subject to risks, uncertainties and assumptions that are difficult to predict or quantify. Assumptions were made 

by us in light of our experience and our perceptions of historical trends, current conditions and expected future developments 

and other factors that we believe are appropriate under the circumstance. Recommendations are subject to risks and 

uncertainties, which may cause actual and future results and trends to differ materially from the assumptions or 

recommendations. Visa is not responsible for your use of the information contained herein (including errors, omissions, 

inaccuracy or non-timeliness of any kind) or any assumptions or conclusions you might draw from its use. Visa makes no 

warranty, express or implied, and explicitly disclaims the warranties of merchantability and fitness for a particular purpose, any 

warranty of non-infringement of any third party's intellectual property rights, any warranty that the information will meet the 

requirements of a client, or any warranty that the information is updated and will be error free. To the extent permitted by 

applicable law, Visa shall not be liable to a client or any third party for any damages under any theory of law, including, without 

limitation, any special, consequential, incidental or punitive damages, nor any damages for loss of business profits, business 

interruption, loss of business information, or other monetary loss, even if advised of the possibility of such damages.

Visa Public 2



òKuhookó Point-of-Sale Malware  |  27 January 2016 

Agenda

ÅGlobal Payment Card Compromise Landscape

ÅòKuhookó Overview

ÅòKuhookó Capabilities

ÅòKuhookó Detection Strategies

ÅQuestions and Answers
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Global Payment Card Compromise 
Landscape
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Payment System Risk Landscape

Fraud Trends
New Players in 
the Eco-system

Regulatory Attention

ÅFrequency of data 

breaches is increasing

ÅLarge merchant 

breaches account for 

the majority of ôknownõ 

compromised accounts

ÅEmphasis on cyber 

intelligence information 

sharing is growing

ÅFraud levels and 

accounts are increasing

ÅFraud is concentrated in 

markets/channels that 

rely on static 

authentication data

ÅCNP fraud is 

disproportionately high

ÅProliferation of third 

party agents and 

nontraditional players is 

increasing security risks

ÅVisa is focusing on its 

leadership role in 

payment system 

security

ÅGovernments and 

regulators are paying 

more attention to fraud 

and data security

ÅOpportunities for 

public-private 

collaboration on 

payment security are 

expanding

Data Security


